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We are MSC

The world’s local expert in financial, economic, and social inclusion
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Sectors we work in

Impact-oriented business consulting services

MSC has a strong reputation for high-quality work with a wide range of institutions. Over the past 25 years,
we managed over 3,500 projects in more than 68 developing countries. Our experts come from a variety of
fields and can help you gain the critical edge in a competitive market.

©

e

Banking, financial Water, sanitation, Government and Micro, small, Social payments Gender equality
services, and and hygiene regulators and medium and refugees and social inclusion
insurance (BFSI) (WASH) enterprise (MSME) (GESI)
e~ 4
EES =
| r
Education and Digital and Agriculture and Youth Climate change Health and
skills FinTech food systems and sustainability nutrition

msc”

3 All rights reserved. This document is proprietary and confidential.
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http://www.microsave.net/sectors/bfsi/
http://www.microsave.net/sectors/governments-and-regulators/
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https://www.microsave.net/sectors/health-nutrition/
https://www.microsave.net/sectors/gender-equality-and-social-inclusion-gender-discrimination/
https://www.microsave.net/sectors/clean-water-and-sanitation-hygiene-and-sanitation/

Multi-faceted expertise

Advisory that helps you succeed in a rapidly evolving market

MSC helps you gain a deep understanding of your clients, their needs, aspirations, perceptions, and
behavior. We use the opportunities of the digital age to help you create a better, more efficient, and

profitable business that focuses on your customers and markets.
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Our clients and partners

We work with a range of organizations to build enduring change

Our clients and partners include influencers and decision-makers among financial service providers. We
also work with governments and other groups to contribute to financial, economic and social inclusion.
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MSC’s commitment to
customer protection in

Digital Financial Services
(DFS)



Why customer protection?

Susceptibility to customer protection risks
compromises user experience and trust ...
and frequently leads to financial loss

through fraud. These risks include loss of
privacy, data breach, and data misuse.

Financial service users are particularly
vulnerable to various customer
protection risks. Increased digitization
and the use of artificial intelligence to
improve product offerings and service
delivery amplify these risks.

MSC
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MSC’s commitment to customer protection in Digital Financial Services

For more than two decades, MSC has been committed to
revolutionize digital financial services. We put customer
interest and protection at the center of our work. Through

our engagements in multiple thematic areas across
geographies, we at MSC have advocated the importance of
continued efforts to ensure the safety and retention of
customers in the financial inclusion ecosystem.

2012 2014 2015 2016 2018
e 5
3 KO NG 89,
‘\~..* Q~..’
Fraud in mobile Evolution of Mitigation of Customer risks Customer Customer Customer
financial services fraud in Uganda customer risks in Indian DFS protection and protection protection and
in DFS digital credit policies and GRMs mobile money

msc’
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https://www.microsave.net/2012/11/26/fraud-in-mobile-financial-services/
https://www.microsave.net/2014/08/07/survival-of-the-fittest-the-evolution-of-frauds-in-ugandas-mobile-money-market-part-i/
https://www.microsave.net/2015/06/22/a-question-of-trust-mitigating-customer-risk-in-digital-financial-services/
https://www.microsave.net/2018/03/15/customer-protection-in-indian-digital-financial-services-part-1-recourse/
https://www.microsave.net/signature_projects/support-to-india-post-payments-bank-ippb/
https://www.microsave.net/2017/03/22/where-credit-is-due-customer-experience-of-digital-credit-in-kenya/
https://www.microsave.net/signature_projects/cgap-uganda-the-role-of-mobile-money-providers-and-their-agents-in-protecting-customers-data/

MSC’s vision in the realm of customer protection

Through our work, we aspire to strengthen the financial inclusion ecosystem based on the
M ® principles of trust and transparency.

D)0

Intuitive Ul and UX design

Robust grievance resolution and feedback systems

Transparent communication and information symmetry
We envision a

responsible and secure
financial inclusion Data privacy and security by design
ecosystem based on

these six pillars. o . o :
Institutional strengthening, training, and capacity

building of agents

Suitable and relevant product offerings and services

MSC
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Thematic areas we engage in

Our work in the customer protection space spreads across the following thematic areas :

Product suitability

Ensuring financial products
and services are suitable for
the target audience. This
involves assessments of
their needs, preferences,
and financial capabilities
and the customization of
products to meet these
specific requirements.

Digital financial
capability (DFC)
Addressing the knowledge,
skills, attitudes, and practice
gaps among consumers to
help drive safe DFS use. This
involves equipping individuals
with the knowledge and skills
to enhance their awareness
of digital financial tools,
transactions, and security
measures to empower them
to make informed and
responsible financial
decisions.

Fraud and risk
management (FRM)

Designing products and
associated processes to
proactively mitigate
consumer risk of fraud. This
includes risk assessments
and strategy development
to strengthen security
measures and fraud
detection technologies to
safeguard customers and
financial institutions from
potential threats.

.

Market monitoring

Building a resilient financial
ecosystem through the
timely detection of
emerging risks and
evidence-based decision-
making. This involves
tracking trends, practices,
and developments within
the financial services
market by FSPs to
strengthen their existing
customer protection
mechanisms and policies.

Customer engagement
and interaction

Designing user-friendly
interfaces and experiences
of financial services. This
involves the design of
customer-centric
approaches to enhance
communication, respond to
grievances, and improve
overall customer
satisfaction and safety.

10
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Our expertise

As global experts, we deliver technical assistance and advise governments, donors, and FSPs to strengthen the
financial inclusion ecosystem. Our key expertise areas are as follows:

Research and evaluation

We conduct research and assessments with customers, agents, and other stakeholders to study
the impact of financial products and services on customers, identify potential risks, and evaluate
the effectiveness of existing customer protection measures.

Technical and strategic support

We provide technical and strategic support to governments and financial service providers to
develop a customer-centric approach to address emerging risks, implement robust security
measures, and ensure compliance with regulatory standards.

Product and toolkit development

We develop financial products tailored to the target audience and aligned with market demands
to prioritize customers’ safety. We prepare toolkits for governments and financial service
providers on the adoption of customer-centric practices.

Intervention design and pilot testing support

We design and test interventions after consideration of factors, such as customer behavior, market
dynamics, and regulatory environments to pave the way for scalable and sustainable solutions. These

| interventions include customer behavior, market dynamics, and regulatory environments.
J

msc”

11 All rights reserved. This document is proprietary and confidential.



Some of our work on customer protection in DFS

We have led critical strategic engagements across Asia and Africa.

Policies and program a
design, pilot testing, g
1\

and implementation

Research and analytics ———

through a customer
Y

Clients and 883

partners

Technical assistance {(13}
and strategic support é

-

protection lens

W MSC, in collaboration with
the University of Indonesia,
conducted a study to
examine the risks women
face in the online lending
ecosystem.

W We conducted a study in
Kenya on access and loan
term transparency to
understand the high default
rate in the country’s digital
platforms.

W We conducted a study in
Uganda to strengthen data
protection policies, agent
practices, and support to
providers to build a
responsible mobile money
ecosystem in the country.

W We reengineered customer
protection policies and
practices of the India Post
Payments Bank (IPPB).

W We designed a customer
protection policy for
Frontier Markets—a women-
centric ecommerce platform
for rural Indian customers.

W We developed prototype
solutions to improve the
grievance management
mechanism for OJK—
Indonesia’s Financial Service
Authority.

W We provided technical
assistance to OJK—the
Financial Service Authority in
Indonesia—to enhance the
monitoring and supervision
of digital financial services
through technology in the
country.

W We supported M-PESA in
Malawi to improve the user
interface of its USSD
platform and platform
communications.

4
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and many more...
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https://www.microsave.net/signature_projects/risks-and-consumer-protection-in-online-lending-platforms-in-indonesia/
https://www.microsave.net/signature_projects/digital-credit-kenya-consumer-assessment-to-refine-consumer-protection-principles/
https://www.microsave.net/signature_projects/cgap-uganda-the-role-of-mobile-money-providers-and-their-agents-in-protecting-customers-data/
https://www.ippbonline.com/
https://www.microsave.net/2022/06/15/lessons-from-frontier-markets-surpassing-gender-norms-to-build-a-tech-driven-and-self-starter-marketplace-model-to-onboard-the-next-half-million-rural-women/
https://www.frontiermkts.com/
https://www.microsave.net/signature_projects/ojk-indonesia-developing-prototype-solutions-to-improve-ojks-grievance-mechanisms/
https://www.microsave.net/signature_projects/empowering-indonesias-financial-landscape-mscs-role-in-ojks-regtech-and-suptech-revolution/
https://www.microsave.net/2017/04/07/designing-user-friendly-ussd-interface-for-digital-financial-services/
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Our flagshlp prOJects across the globe (1/2)

e
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Development of prototype solutions to
improve OJK’s grievance mechanisms

MSC supported OJK, the Financial Services Authority in
Indonesia, to launch a strategic roadmap for RegTech and
SupTech implementation. We helped OJK build and test two
SupTech solutions to strengthen consumer protection in the
financial services sector. MSC collaborated with OJK to build a
tool to automate the analysis of consumer sentiments on social
media and an omnichannel chatbot for consumers’ complaints to
OJK. These initiatives were instrumental to raise OJK’s
capacities to monitor and supervise the efficient delivery of DFS
and are a key SupTech priority of the future.

A multicountry quantitative research on

CICO agent dynamics

MSC conducted a multicountry quantitative research
(MCQR) on cash-in and cash-out (CICO) agent dynamics in
India, Kenya, and Bangladesh. The research focused on
trust, customer interactions, and challenges. The research
team interviewed 600 customers and engaged with 50
agents per country. We assessed fraud vulnerability and
awareness of grievance resolution mechanisms and
provided insights for policymakers and financial providers.
The research offered recommendations at macro, meso,
and micro levels to address issues in agent-customer
relationships and strengthen grievance resolution
mechanisms.

Responsible finance for client orientation and
protection

The Responsible Finance Project contracted MSC to refine training
materials on client orientation and protection. MSC trained 38 MFIs
in Ghana. We covered topics, such as customer service, consumer
protection, financial education, and product marketing. The
targeted content development exercise and training were
successful. We also enhanced the capacity of trainers from
microfinance apex associations and improved their knowledge in key
areas. The training received excellent ratings, which led to a
notable average knowledge increase of 26%.

\
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https://www.microsave.net/signature_projects/giz-ghana-responsible-finance-around-client-orientation-and-protection/

Our flagshlp prOJects across the globe (2/2)

1 B, # _—_ 7
Risks and consumer protection in online
lending platforms in Indonesia

FinTech lending has increased rapidly in Indonesia, especially
for microenterprises, which has increased cases where
predatory practices from FinTech lenders target women.
MSC, in collaboration with the University of Indonesia,
conducted a study to examine the risks women faced in the
online lending ecosystem. We gathered insights through in-
depth interviews with female victims who experienced
harassment from legal and illegal digital credit providers. We
also consulted various stakeholders, which included FinTech
association representatives, regulators, and policymakers.
The study illuminated the challenges and harassment women
encounter when they obtain loans from digital lenders. The
report offers recommendations to fortify the regulatory
framework, safeguard female consumers, and promote
responsible digital credit practices.

Consumer assessment to refine consumer

protection principles in Kenya

Access to finance is crucial for financial inclusion. Digital
platforms enable the rollout of innovative financial products,
such as digital credit in Kenya, which leads to increased uptake
| due to easy access and quick application processes. However,
the Credit Bureau blacklisted clients who had not paid their
loans for more than 90 days. MSC conducted a study that
focused on access and loan term transparency to understand

| the high default rate. MSC conducted market research,
qualitative studies, and data analysis. The study yielded
recommendations for effective and sustainable digital credit.

Consumer protection and grievance
management at India Post Payments Bank: An
assessment of existing policies, processes,
and systems to identify improvement areas

Customer protection is critical to improve customer service and
experience. MSC thoroughly reviewed IPPB’s customer
protection policies and complaint resolution systems. We
conducted stakeholder consultations with the IPPB teams to
identify areas and branches with high complaint cases. We also
conducted primary research with customers and branch officers
in different parts of India to understand the gaps and
opportunities to improve customer protection policies for the
IPPB. The IPPB used the recommendations to reengineer its
customer protection policies.

15
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Development of
prototype solutions to
improve OJK’s grievance
mechanisms

Strategic and technical support
to OJK to bolster consumer

protection in DFS
—.

Work areas:
Digital financial services

The challenge

Indonesia’s high internet penetration rate makes it an attractive market for digital financial services. However, the need
to strengthen customer protection becomes imperative when customer risks, such as data breaches and financial fraud,
are widespread. OJK oversees 2,500+ institutions. It regulates the banking, capital markets, and non-bank financial
sectors. In recent times, it has seen a rise in consumer complaints, particularly related to digital financial services. OJK
and regulated entities can benefit from powerful tools for oversight and compliance with emerging technologies, such as
Al and big data analytics.

Outcomes and impact

w MSC’s work has helped
develop a sentiment
analysis solution to
monitor social media
activity around
financial services. It
also developed an
automated chatbot for
the OJK website for
consumer education,
inquiries, and
complaints.

Our engagement

W Codesigned a strategic roadmap to accelerate the development of RegTech and
SupTech ecosystems in Indonesia: In 2019, OJK launched a strategic roadmap for
RegTech and SupTech implementation with support from the Bill & Melinda Gates
Foundation’s RegTech Lab and MSC. The roadmap outlined OJK’s vision and priorities
to accelerate the development of RegTech and SupTech ecosystems in Indonesia.

w Provided technical assistance to OJK and built and operated two SupTech
solutions: MSC collaborated with OJK to build a tool to automate the analysis of
consumer sentiments on social media and an omnichannel chatbot that consumers
can use to make complaints to OJK.

Chatbot solutions for B2 Social media

consumer complaints 53!

monitoring tool
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Consumer protection and
grievance management at
India Post Payments Bank

An assessment of existing
policies, processes, and systems
to identify areas of improvement

_—mmm

Work areas:
Digital financial services

The challenge

IPPB seeks to build the most accessible, affordable, and trusted bank for ordinary people in India. An efficient customer
protection policy and a robust grievance handling framework can translate into higher customer satisfaction and higher

uptake of IPPB’s expanding banking suite.

IPPB has been on a digital financial inclusion spree by expanding its customer base—90% of its customers reside in India’s
rural areas. IPPB wanted to strengthen its policies and processes to enhance customer security and satisfaction as
customer vulnerabilities to data breaches and fraud are widespread. MSC supported IPPB in an engagement to improve
its customer protection practices and grievance resolution processes.

Our engagement

w Conducted policy review: MSC thoroughly researched IPPB’s customer
protection policies and complaint resolution system to identify gaps and

suggest revisions.

w Conducted primary research with IPPB customers: MSC conducted a study
with customers and branch officers in different parts of India to understand
the gaps and opportunities to improve IPPB’s customer protection policies.

w Stakeholder consultations: MSC also conducted stakeholder consultations
with IPPB teams to identify areas and branches with higher complaint cases.
We also identified key issues in data protection or data privacy, frequency and
causes of complaints around the receipt of DBT payments, on-ground
complaint tracking and monitoring process, and rates of service denial in
IPPB’s Northern, Southern, Eastern, and Western operations.

MSC support

[ yaki
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Research Strategy
Clients and partners
BILLe& MELINDA
(GATES foundation

Training and communication

Outcomes and impact
w MSC’s recommendations were

used to reengineer IPPB’s
customer protection policies.

w MSC’s recommendation to
improve the Ul/UX of its
webpage and mobile
application helped IPPB
streamline its engagement with
customers.

w MSC’s recommendations on
service quality measures helped
improve IPPB branches’
accountability.

MSC



The role of mobile money
providers and their
agents in customer data
protection

|ldentification of responsible
practices employed by mobile

money agents in Uganda
—.

Work areas:
Digital financial services

|
~,§ ' |

The challenge

Consumer risks, particularly data misuse, have been growing significantly. These risks erode consumer trust and
undermine financial services’ delivery to underserved and low-income segments, especially women.

MSC, in partnership with CGAP, conducted research on the role of mobile money providers and their agents in customers’
data protection. This research identified responsible practices employed by mobile money agents and providers to
safeguard customer data, particularly for female agents and customers. It examined factors that enabled agents to
manage customer data responsibly and assessed the alighment of consumer protection standards with mobile money
guidelines in Uganda.

Our engagement Outcomes and impact
w MSC was responsible for identification of good practices of responsible agents W The study made
and providers in customer data protection, with a particular focus on female recommendations to strengthen
agents and customers. data protection policies, agent
w MSC interacted with customers, agents, and mobile money providers on the practices, and providers’
measures each of these undertook to maintain data privacy and develop support to build a responsible
resistance against other’s customer protection risks. mobile money ecosystem in
w MSC studied and compared the alignment of consumer protection standards Uganda.
(Data Protection and Privacy Act of 2019 and mobile money guidelines by the The study also highlighted best
Bank of Uganda) adopted by mobile network providers and agents in Uganda practices followed by mobile
with GSMA’s guidelines on mobile money data protection. money agents and mobile
money providers to protect
Study approach customer data.
=
+ G + @y
Secondary Demand-side Supply-side interviews with
research interviews with MNO providers and agent
customers and agents management company

Clients and partners
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https://www.findevgateway.org/sites/default/files/publications/2022/091222_%20MSC-CGAP_Uganda_Protecting%20vulnerable%20customers%20(1).pdf
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Publications (1/5)

Decoding the extent and exposure of financial fraud amon Women'’s risk and consumer protection in Indonesia’s
DFS customers online leading platforms

The publication presents findings from MSC’s study on the prevalence and The report details findings from a study that delves into women’s

risk of financial fraud among digital financial service users. It outlines key experiences as users of Indonesia’s online lending platforms. We ran the
trends in online fraud, the impact on different user groups, and how study in collaboration with the University of Indonesia’s Department of
technology, awareness, and user risks interact. Key recommendations for Criminology, with support from Indonesia’s Ministry of Women
policymakers include the development of preventive strategies, improved Empowerment and Child Protection (MoWECP). In the study, we used a
complaint handling, and combining technology with local engagement to gender lens to examine the risks in online lending platforms unique to
prevent fraud. It draws from the experiences of those affected and service women. The study findings led us to distill recommendations to improve
providers to offer a comprehensive view of the digital financial sector and the future of online consumer protection in Indonesia.

its obstacles.

MSC
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https://www.microsave.net/2023/09/05/decoding-the-extent-and-exposure-of-financial-fraud-among-dfs-customers/
https://www.microsave.net/2023/05/23/women-risk-and-consumer-protection-in-online-leading-platforms-in-indonesia/

Publications (2/5)

Digital financial capability—revealing teachable moments
through “phygital” (physical + digital) channels
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This blog sheds light on tailoring delivery channels to maximize digital
financial capabilities (DFC) content’s impact. It introduces personas and
the “phygital,” teachable, and engagement or PTE framework. Read on to
learn how we can enhance the DFC content’s adoption through the
integration of physical and digital channels and the use of teachable
moments and interactive tools.

The role of mobile money providers and their agents in the
protection of customers’ data

This slide deck serves as a supplement to the blog “How are mobile money
agents protecting customers’ data in Uganda?”. The deck presents findings
from the research commissioned by CGAP and conducted in partnership
with MSC. It sought to identify good practices of responsible agents to
safeguard their customers’ data and providers’ role to promote these
practices in Uganda. It also examines how Uganda’s Data Privacy and
Protection Act has helped strengthen providers’ data protection practices.

22
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https://www.microsave.net/2023/05/23/digital-financial-capability-revealing-teachable-moments-through-phygital-physical-digital-channels/
https://www.microsave.net/2022/12/22/the-role-of-mobile-money-providers-and-their-agents-in-protecting-customers-data/
https://www.microsave.net/2022/12/19/how-are-mobile-money-agents-protecting-customers-data-in-uganda/

Publications (3/5)

OJK adds a suite of exciting tech solutions to address the
100,000+ consumer complaints and ensure stronger consumer
rotection in Indonesia
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The hidden cost of financial services in India
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This blog discusses hidden pricing tactics that hinder the adoption of Otoritas Jasa Keuangan (OJK), Indonesia’s financial services authority,
digital financial services (DFS) by low- and moderate-income (LMI) users. It wanted to explore novel approaches to supervise digital financial services.

also emphasizes why financial regulatory authorities must promote

at TESHd _ _ This blog details two SupTech solutions that OJK prototyped to enhance
transparency and accountability in financial services.

consumer protection in Indonesia.
L
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https://www.microsave.net/2023/11/24/the-hidden-cost-of-financial-services-in-india/
https://www.microsave.net/2021/12/14/ojk-adds-a-suite-of-exciting-tech-solutions-to-address-the-100000-consumer-complaints-and-ensure-stronger-consumer-protection-in-indonesia/

Publications (4/5)

Trust busters! A dozen reasons why your potential customers
do not trust your agents (particularly in rural areas)

Careful, not customary: How can consent terms be better
designed to protect users?
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Most users who sign up for digital financial services, alarmingly, do not The blog investigates predatory practices around obtaining digital consent

actually use them. This is largely due to a lack of trust in agents. This holds and advocates for protective po[]cy and the use of techno[ogy to empower
true even in the case of relatively “advanced” geographies. “Trust busters” users to make informed decisions about their personal data.
examines the evidence and lists 12 reasons behind this worrying trend of

interest in agency banking that fails to convert into regular usage.
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Customer protection risks limit DFS’s use among women: Five keys to build TRUST to strengthen customer protection

Here is what we can do in financial services
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x U — Security:

= nauthorized or of customers’ personal

z hidden charges . .

3 information and concerns -

. > and complaints
Fairly common How common the consumer Uncommon Timely service:
protection risk is to respond to customers’ needs
concerns and complaints
This blog acknowledges how the DFS-related risks disproportionately affect The blog investigates predatory practices around obtaining digital consent
women'’s use of digital channels for financial services and their trust in and advocates for protective policy and the use of technology to empower

these channels. It proposes a proactive approach to create a safer DFS

users to make informed decisions about their personal data.
ecosystem that would empower women to navigate it confidently.
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